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User Land

System Call

Kernel Top Half

SPL || Interrupt

’ Kernel Bottom Half ‘

SPL '| Handler

3

Hardware

‘genua.



Softnet AST, 1990s
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Multi Processor Kernel Lock, 2000s
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Kernel Lock and Net Lock, 2015
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Unlock Network System Calls, 2018
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Multi Queue Drivers, 2020

User Land

System Call
Kernel Top Half

‘genua.

User Land

System Call

Net Lock

Net Lock
Net Lock

Kernel Top Half

Net Lock

Kernel Thread

Network Stack }

Mutex || Hardware Interrupt

Driver Interrupt

MSIX || Per CPU Vector

{ Network Stack

Mutex

Hardware Interrupt

Driver Interrupt

MSIX

Per CPU Vector

Queue Hardware

Queue




‘genua.
Unlock Socket Receive and Send, 2022 and 2024
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Parallel Forwarding, 2022
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Parallel UDP and TCP, 2024 and 2025
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TCP Performance Testing for 7 Years
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Network Protocol Stack
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Towards Parallel Processing, 2024
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Parallel UDP Input, 2024
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Parallel TCP Input, 2025
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Exclusive TCP Receive Single Stream

Flame Graph
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Parallel TCP Receive Single Stream
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Parallel TCP Input, Socket Lock per Thread
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Variants for TCP Input

TCP Performance
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TCP Receive Parallel Stream, Socket Lock per Thread
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New 100 Gbit/sec Hardware, from 2024
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Daily Results
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Test Matrix

« network hardware and driver
bge bnxt em ice igc ix ixl re vio (vnx)

« modify network setup
jumbo nolro nopf notso

« stack pseudo devices
bridge carp gif gif6 gre veb vlan vxlan wg

« 93 test cases
icmp tep udp splice mcast iperf (trex)

. various platforms
Intel AMD vmm-vimd KVM-gemu AMD-SEV (sparc64) (vmware)
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Interface Throughput

2025-09-03 2025-09-03 2025-09-03 2025-09-03 2025-09-03 2025-09-03 2025-09-03 2025-00-1

iface-iced  iface-diced iface-iced ifaceiced iface-iced  iface-iced iface-iced  iface-icel
2025-00C
birace-
kstack 0
000 001 002

100Ghit ~ 100Ghit = 100Gbit ~ 100Ghit = 100Ghbit = 100Ghit = 100Ghit = 100 Gbil
33.9% 31.0% 29.6% 3% 353% 344%  369%  35E

linux-openbsd-linux-tcpécopy-parallel PG TCP  Copy parallel-10 Y
linux-c npnnh!d -linux-udpdsplice-empty IPv4 UDP  Splice  Empty parallel-10 0.3% 0.2% 0.2% 0.1% 0.3% 0.3%
linux-ope: wx-udp6splice-empty IP¥6 UDP  Splice  Empty parallel-10 0.1% 0.3% 01% 0.3% 0.3% 0.3%
Tinux- openbsﬂ imuscudpdsplicomt Pv4UDP  Splice MTU parallel-10 7.4% 7.6% 7.2% 6.8% 7.3% 7.0%
linux-openbsd-linux-udp6splice-mtu V6 UDP  Splice MTU parallel-10 6.9% 7.8% 7.7% 7.7% 7.3% 7.4%

IPv MCast R MTU  parallel-10 10.0% 10.0% 10.0% 10.0% 10.0% 10.0%
linux-openbsd-mcast6bench-parallel-mtu 1PV MCast Receive MTU  parallel-10 9.3% 9.7% 9.8% 9.9% 9.9% 10.0%

‘openbsd-linux-mcast4bench-parallel-mtu IPv4 MCast Send ~ MTU  parallel-10 10.0% 10.0% 10.0% 10.0% 10.0% 10.0%
openbsd-linux-mcast6bench-parallel-mtu 1Pv6 MCast Send ~ MTU  parallel-10 10.0% 10.0% 10.0% 10.0% 10.0% 10.0%
forward IPvATCP  Forward parallel-15 47.9%  452% 486%  475%  464% 16.5%

linux-openbsd-linux-tcpdiperf-paralle
linux-openbsd-linux-tcpdiperf-paralle IPVATCP  Splice parallel-15 24.5% 31.5% 31.9% 302%  282% 28.7%
linux-openbsd-linux-tcpdiperf-parallel-co) PV4TCP  Copy parallel-15 487%  47.8% 483%  482%  47.7% 47.0%
linux-openbsd-tepdipert-parallel-receive IPVATCP  Receive parallel- 15 66.7%  624% 63.9% 613%  65.9% 64.1%
openbsd-linux-tepdiperf-parallel-send IPVATCP  Send parallel-15 486%  485% 48.6% 188%  48.6% 19.4%
fon IPY6TCP  Forward parallel-15 447%  44.9% 457%  451%  44.9% 44.7%

PG TCP  Splice parallel- 15 31.0% 27.2% 30.8% 251%  260% 26.6%

IPV6TCP  Copy parallel-15 439%  442% 454%  445%  44.6% 45.7%

linux-openbsd-tcp6iperf-parallel-receive IPV6TCP  Receive parallel-15 634%  63.9% 64.2% 65.5%  65.9% 62.7%
‘openbsd-linux-tcp6iperf-parallel-send IPY6TCP  Sond parallel-15 485%  47.5% 47.0%  476%  47.3% 47.5%
linux-openbsd-linux-tepdiperf-multiple-forward IPva TCP  Forward parallel- 30 165%  47.7% 469%  467%  47.6% 47.1%
linux-openbsd-linux-tcpdiperf-multiple-splice 1Pv4 TCP  Splice parallel-30 9.4% 20.3% 19.7% 195%  205% 19.2%
linux-openbsd-linux-tepdiperf-multiple-copy  1Pvi TCP  Copy parallel-30 a11%  429% 414%  446%  44.4% 42.3%
linux-c npnnh!d tcpllpn“ mumpl. m.w. IPVATCP  Receive parallel-30 60.7%  60.0% 61.0% 613%  62.0% 50.1%
openbsd- tepdiperf-multiple- IPVATCP  Send parallel-30 47.9%  472% 47.0%  47.9%  46.6% 16.8%
imuxcopenbad imux epSipert mulﬂple forward IPY6 TCP  Forward parallel-30 43.4% 9.3% 45.0%  448%  44.3% 15.9%
linux-openbsd-linux-tcp6iperf-multiple-splice 1Pv6 TCP ~ Splice parallel-30 19.2% 20.4% 205% 196%  21.3% 19.9%
linux-openbsd-linux-tcp6iperf-multiple-copy  1PV6 TCP  Copy parallel- 30 9.3% 38.5% 9.3% 37.6%  392% 41.2%
linux-openbsd-tepiperf-multiple-receive PV TCP  Receive parallel-30 59.6% 54.8% 50.1% 52.6% 57.8% 50.7%
‘openbsd-linux-tep6iperf-multiple-send IPY6TCP  Send parallel-30 455%  465% 465%  460%  461% 16.4%
trex-tcpa-splice P4 TCP  Splice trex 0.7% 0.7% 0.7% 0.7% 07% 0.7%

PASS  netlink test passed

JFAIL I notlink test failed to produce value

XPASS. | netlink test passed, error in netstat output

NOEXIT netlink test did not exit with code 0, test failed
NOTERM test did not terminate, aborted after timeout

NORUN test did not run, execute failed

NOLOG  create log file for test output failed
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TCP Segmentation Offload, TSO

« Large Receive Offload, LRO

« hardware support
ix vio vinx
« software implementation, easy to expand
ice ixl
« TCP Send Offload, TSO
» hardware support
bnxt em iavf ice igc ix ixl vio vmx
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Socket Splicing

Linux direct s OpenBSD 7.5  se——
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OpenBSD | release
7.8 Oct 2025
7.5 Apr 2024
6.6 Oct 2019
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Know Your Optimization Goal
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Links

http://bluhm.genua.de/test.html
http://bluhm.genua.de/perform /results/perform.html
http://bluhm.genua.de /netlink /results/latest.html
https://github.com /bluhm /talk-protomp
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