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malloc(3) APl Koo
- void™* malloc(size_t size); ( ) IPOSSIBILITIES

- void free(void *ptr); W

All other functions (realloc(), calloc(), etc) can be expressed in
terms of the two above

A few extra rules, e.g. about alignment

Simple APl leaves many opportunities to implement it in different
ways

malloc() has to store meta-data, at least for the size of an allocation



Some implementation choices

* How do we get memory from kernel (sbrk(2), mmap(2), mixed).

» Where do we store meta-data (as part of allocated data, or




Size matters... on OpenBSD

* malloc() always gets memory from kernel using mmap(2).

 Minimum size of that is 1 page (typically 4k

« mmap(2) in OpenBSD is randomised. ASLR is extended to application




Design goals of OpenBSD's malloc

* Do strict internal consistency checking

* |mplement security relevant features: e.g. randomisation in many
places.




Features and design choices

Feature Typical Other OpenBSD
Memory layout Compact Scattered
Return memory to kernel after free() Rare Often
Store meta-data near allocations Never
Internal consistency checks W Many
- Always, for many cases |




A program
with at
least one
obug

lotto@h2:~$ cat m.c
#include <stdlib.h>
#include <stdio.h>

int
main(int argc, char *argv[])

size_t sz = atoi(argv[1]);

char *p = malloc(sz);

printf("%p\n", p);
[sz] = 6;

free(p);

return 8;

otto@h2:~$




NoO crash????

| ets try another
system on next
slide.....

'h2$ cat m.c
#include <stdlib.h>
#include <stdio.h>

int
main(int argc, char *argv[])

size_t sz = atoi(argv[1]);
char *p = malloc(sz);
printf("%p\n", p);

plsz] = 6;

free(p);

return 6,

lh2$ ./m 48968
Bx824533260

h2s$ |




That's better!

'lh1$ cat m.c
#include <stdlib.h>
#include <stdio.h>

int
main(int argc, char *argv[])

size_t sz = atoi(argv[1]);

unsigned char *p = malloc(sz);

printf("%p\n", p)
[sz] = 6;

free(p);

return 0,

h1$ ./m 489680
Bx14d688e000
Segmentation fault (core dumped)

h1$ |




—Xplanation

* First system is an amdo4 FreeBSD system (Debian using glibc acts
the same

el




What happens for smaller allocations

 On OpenBSD, a small allocation is expected to be surrounded by
other chunks, as they share a page




On the FreeBSD

SVSIBIT], We see o
iIssue with a 1000
bytes allocation

h2$ cat m.c
#include <stdlib.h>
#include <stdio.h>

int
main(int argc, char *argv[])

size_t sz = atoi(argv[1]);
char *p = malloc(sz);
printf("%p\n", p);

[sz] = 6;
free(p);

return 8;

h2$ ./m 408960
Bx824533200
h2$ ./m 1000
Bx824adb0ae
h2$




 Onthe
OpenBSD
system, also no
propblem.

* |n both cases an
out-of-bound
write happens.

e [he memory Is

aiapbed.lis..

'lh1$ cat m.c
#include <stdlib.h>
#include <stdio.h>

int

main(int argc, char *argv[])

{
size_t sz = atoi(argv[1]);
unsigned char *p = malloc(sz);
printf("%p\n", p);
plsz] = 6;
free(p);
return 08;

}

h1$ ./m 48968

Bx14d688e000

Segmentation fault (core dumped)
h1$ ./m 10080
Bx163d04130606
h1$




Adding a malloc flag [ mtae i

on OpenBSD detects #include <stdio.h>
the bug

int
main(int argc, char *argv[])
{
size_t sz = atoi(argv[1]);
unsigned char *p = malloc(sz);
printf("%p\n", p);
plsz] = 6;
free(p);
return 08;

}
h1$ ./m 408968 ]
Bx14d688e0006

Segmentation fault (core dumped)

(h1$ ./m 1008 ]
Bx163dB841800

'(h1$ MALLOC_OPTIONS=C ./m 10080 ]
Bx219a4bbB0oo

m(88952) in free(): canary corrupted 8x219a4bbB08 Bx3e8@0x3e8

Abort trap (core dumped)

:? I




glibc (Debian) has
flags too, but
MALLOC_CHECK_ does

Nnot detect more
ISsues, they only prin
different info on error

lotto@h2:~$ cat m.c
#include <stdlib.h>
#include <stdio.h>

int
main(int argc, char *argv[])
{
size_t sz = atoi(argv[1]);
char *p = malloc(sz);
printf("%p\n", p);
plsz] = @;
free(p);
return 6,

}
lotto@h2:~$ ./m 48968

BxaaaadBa482a0
lotto@h2:~$ ./m 1008
Bxaaaafc4dc2ab
lotto@h2:~$ MALLOC_CHECK_=3 ./m 1008
Bxaaaad/f3b2a0b

otto@h2:~$




Canary check

* Write byte pattern after the application owned allocation if the ¥ 4
malloc owned allocation is larger that the application owned

1

)|

« On free(), check if the canary was overwritten




lotto@h2:~$ cat m2.c |i=!
#include <stdlib.h>

#include <stdio.h>

A double-free case

: int
On Debian (aﬂd main(int argc, char *argv[])
{
FreeBSD)’ the size_t sz = atoi(argv[1]);
chunk Is re-ysed. unsigned char *p = malloc(sz), *q;
printf("%p\n", p);
free(p);
- : q = malloc(sz);
Even W|thch§cklng orintf("p\n" Q)3
by malloc, this will free(p);
return 0,

not get caught, the )

Ycona to fre lotto@h2:~$ MALLOC_CHECK_=3 ./m2 2008 ]
second call to free ~ oriomes ¥ PA

Bxaaaad2bb82a0
otto@h2:~$ |




On OpenBSD, some
runs catch the error.

This 1Is randomisation
IN action, plus
delayed free list.

With malloc option F
t Is always caught

lh1$ ./m2 2008

Bx961352800

Bx961352600

lh1$ ./m2 2008

Bxb7cefd860

Bxb7ced7860

lh1$ ./m2 20080

BxcefefB800

Bxcefeb48060

lh1$ ./m2 20080

Bx1581e51006

Bx1581e45800

m2(54772) in free(): double free 8x1581e51600
Abort trap (core dumped)

'h1$ MALLOC_OPTIONS=F ./m2 20080

Bx1e353d20600

Bx1e353bd860

m2(61396) in free(): double free 8x1e353d2600
Abort trap (core dumped)

h1$ |




Re-using allocations

* Not doing it has big performance impact

 Immediately doing It has big potential impact: heap usage errors can turn into security
bugs. OpenBSD uses delayed free list to limit impact: chunks are never immediately re-
used.




| eak detection

* | eaks are bad, but not an APl usage error

* As OpenBSD’s malloc stored all meta-data out-of-band, it can use




Original solution

 Not compiled in by detault

e Used file write to dump information if malloc option D was active and




New solution

* Always compiled in

N




e Run with malloc
option D

e Use ktrace to
collect utrace

records
* Display with
kdump

e
o
BN
B | |
." h 1 y
o

int
main(int argc, char *argv[])

{

size_t i, sz = atoi(argv[1]);

malloc(sz * sizeof(void *));
i< sz; i+)

void **p
= 4,

i] = malloc(sz);

)

e

for (i

@

pl

1; 1 < sz; i+)
free(p[il);
return 6,

for (i

}
lh1$ MALLOC_OPTIONS=D ktrace -tu ./m3 16608

'h1$ kdump -u malloc
* %k %k *kk*k Start dump m3 * %%k %k *k*k
M=8 I=1 F=8 U=8 J=1 R=8 X=0 C=8 cache=64 G=0
Leak report:
f sum # avg
Bx189b7202a98 860600 1 80808 addr2line -e ./m3 Bx10a98
Bx189b7aBabc 160600 1 10808 addr2line -e ./m3 Bx18abc

| kkkkkkkk Cpg dump m3 *kkkkkk




size_t i, sz = atoi(argv[1]);

void **p = malloc(sz * sizeof(void *));
for (i = @; i < sz; i+)
Use addr2line to pli] = malloc(sz);
: for (i = 1; i < sz; i+)
display not-freed free(p[i1);
return 8;

allocations }

'lh1$ MALLOC_OPTIONS=D ktrace -tu ./m3 16000
'h1$ kdump -u malloc

*kkkkkk*k Start dump m3 %* %%k %k %k k%

M=8 I=1 F=0 U=8 J=1 R=8 X=8 C=8 cache=64 G=0
Leak report:

*kkkkkkk End dump m3 *kkkkkk

'h1$ addr2line -e ./m3 Bx10a98
/home/otto/m3.c:9

~ |h1$ addr2line -e ./m3 Bx18abc
~ /home/otto/m3.c:11

f sum # avg
Bx189b7aBa98 8060066 1 80000 addr2line -e ./m3 Bx18a98
Bx189b7aBabc 100066 1 10000 addr2line -e ./m3 Bx1Babc
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How does It work’”

* On call to malloc the caller is saved using
__builtin_return_address(depth) and

__builtin_extract_return_addr(p);

» Sadly the docs say:




Continued...

o After the program finishes, an atexit() handler walks the meta data




Chunks

* [0 save memory used for meta-data, not all allocations are recorded




Why not more tfeatures”

 Run time overhead even it not actively used

* Avolid too complex code




Deblan run

Notice it shows only
one leak, only hints
at the other

Full stack trace
instead of only caller
Full history of
allocation Is
captured: allocation
point, point of free
- and out-of-bound

==5981== Using Valgrind-3.19.8 and LibVEX; rerun with -h for copyright info

==5981== Command: ./m3 160060
==5981=

==5981=

=5981= HEAP SUMMARY:

==5H981== in use at exit: 96,0088 bytes in 2 blocks

==b981=  total heap usage: 16,0081 allocs, 9,999 frees, 100,080,000 bytes alloc
ated

=5981=

=5981= 90,0008 (80,000 direct, 10,000 indirect) bytes in 1 blocks are definitel
y lost in loss record 2 of 2

=5981= at Bx48850C8: malloc (vg_replace_malloc.c:381)
==5981= by 0x10884B: main (m3.c:9)
==5981=

==5981= LEAK SUMMARY:

==5981== definitely lost: 806,008 bytes in 1 blocks
==5H981= indirectly lost: 10,0088 bytes in 1 blocks
==5H981= possibly lost: @ bytes in 8 blocks
==5981= still reachable: 8 bytes in 8 blocks
==5981= suppressed: B8 bytes in B8 blocks
==5981=

==5981== For lists of detected and suppressed errors, rerun with: -s
=5981== ERROR SUMMARY: 1 errors from 1 contexts (suppressed: 8 from 8)

I otto@h2:~
-‘i‘l‘ ) N




Back to OpenBSD: malloc options

e | Freecheck

* J More junking
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malloc helps

e Strictness not only useful to avoid security ISSUes

 Randomisation: each run is different, catching bugs that depend on
specific memory layout




