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Introdu
tion

� A Cryptographi
 �le system prote
ts 
on�dential data fromunauthorized a

ess.� The proper 
ryptographi
 key is required to read its 
ontents.� However, the virtual memory system's ba
king store isgenerally unprote
ted.� Passwords and pass phrases reside in it long after they havebeen typed in, even a
ross reboots.
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Introdu
tion

� A user{ expe
ts that all 
on�dential data vanishes with pro
esstermination,{ is unaware that sensitive data may remain on ba
king store.� When an atta
ker 
ompromises the operating system'sintegrity{ by gaining root privileges,{ or by physi
al a

ess to the ma
hine itselfshe also gains a

ess to sensitive data retained in ba
kingstore.
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Introdu
tion

� Our solution is to en
rypt pages before they are written tose
ondary storage� When the pages are brought ba
k into physi
al memory, theyare de
rypted� Ea
h page has an asso
iated en
ryption key.� En
ryption keys are destroyed, when they are no longer needed
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Related Work

� Data prote
tion with the \Cryptographi
 File System" byBlaze,� Data hiding with the \Steganographi
 File System" byAnderson, Needham and Shamir.) data on se
ondary storage 
an reveal the 
ontent andexisten
e.
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Related Work

� Erasing the data on se
ondary storage 
ould a
hieve the sameas en
ryption,� but Gutmann has shown that it is very diÆ
ult to thoroughlydelete data from magneti
-media.
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Virtual Memory System

� Virtual Memory in
reases the address spa
e visible toappli
ation beyond the limits of physi
al memory.� Data that does not �t into physi
al memory is saved onse
ondary storage.� When a pro
ess a

esses a page that has been stored onse
ondary storage a page fault o

urs.� The page fault 
auses the page to be restored from ba
kingstore.
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Virtual Memory System

� Se
ondary storage{ is usually slower than RAM,{ is non-volatile, data persists over system shutdowns.� Con�dential data 
an survive on it beyond a user'sexpe
tations.� At CITI we found,{ login passwords,{ PGP pass phrases,{ email messages, ...
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Virtual Memory System

Possible solutions:� Avoid swapping 
ompletely: not a general solution, manyappli
ations require address spa
e bigger than physi
al memory� Use mlo
k() to prevent spe
ial memory areas to be paged out:appli
ations need to be rewritten, redu
es e�e
tiveness of VMsystem, 
an result in worse performan
e) use en
ryption to prote
t 
on�dential data.
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Virtual Memory System

En
ryption 
omes in several di�erent 
avors:� User program installs own en
rypting pager:{ in
reases 
omplexity,{ requires appli
ations to be modi�ed,{ diÆ
ult design de
ision about 
rypto.� VM system swaps to a �le in a 
ryptographi
 �le system.
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Virtual Memory System

In 
ontrast to 
ommon use of en
ryption, we require� when a page is no longer referen
ed, its en
ryption key shouldbe destroyed after a time period (tR) has passed,� only the virtual memory pager should be able to de
rypt pagesBest prote
tion with tR = 0, also meets user's expe
tation that her
on�dential data is deleted with pro
ess termination.
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Virtual Memory System

� tR = 0 too impra
ti
al, we guarantee tR < system uptime, butattempt to minimize average tR,� use volatile en
ryption keys{ valid maximally for the duration of the system's uptime{ 
ompletely independent of ea
h other ) perfe
t forwardse
re
y{ no 
ompli
ated key management.� ) employ en
ryption at pager level.
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Virtual Memory System
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Virtual Memory System

In 
omparison,� deleting data by erasing in
urs extra seek time and additionalI/O,� erasing a page with en
ryption is fast, just destroy theen
ryption key,� en
ryption provides better prote
tion against physi
al atta
ks,mere possession of disk is not suÆ
ient,� reliably erasing data from magneti
-media is diÆ
ult, does notmatter for en
ryption.
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Swap En
ryption

� En
ryption and de
ryption are separated: poli
y de
ision vs.need of de
ryption{ Poli
y: en
rypt everything, only en
rypt data from 
fs, et
...{ De
ryption: need to remember whi
h pages to de
rypt, keepa bitmap ) allows 
hange of en
ryption poli
y.

En
rypting Virtual Memory 16 Copyright Niels Provos 2000



'
&

$
%

Swap En
ryption

� Keep upper bound on tR small by dividing the ba
king storeinto se
tions of 512 KByte, ea
h se
tion has{ a 128-bit 
ryptographi
 key,{ referen
e 
ounter,{ and an expiration time.� 256 MByte ba
king store requires 14KB of memory for keys.� Se
tion's 128-bit key is 
reated randomly on �rst use.� If a se
tion's referen
e 
ounter is 0, its key is destroyed.
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Swap En
ryption
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Swap En
ryption

Cipher Sele
tion.For swap en
ryption, a 
ipher needs to ful�ll:� En
ryption and De
ryption need to be fast 
ompare to disk I/O� Generation of the 
ipher's key s
hedule has to be inexpensive
ompared to en
rypting a page.� Cipher has to support en
ryption and de
ryption on page bypage basis, 
an not use stream 
ipher.
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Swap En
ryption

� S
hneier's Blow�sh en
ryption algorithm not suitable:{ key s
hedule 
omputation is very slow{ key s
hedule requires a lot of memory� Use Rijndael:{ is �nalist in advan
ed en
ryption standard (AES)
ompetition,{ 128-bit blo
ks and 128-bit keys,{ round transformation does not have Feistel stru
ture,instead di�erent layers,{ is faster in all aspe
ts 
ompared to Blow�sh.
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Swap En
ryption

� Key s
hedule 
omputation 
ost is amortized when en
rypting asingle 4 KByte page. (352 
y
les vs. 357 
y
les)� We use the 
ipher in 
ipher-blo
k 
haining (CBC) mode.� En
rypted blo
k number is used as 128-bit initializationve
tor (IV){ ea
h page is en
rypted uniquely,{ try to avoid 
ipher text only atta
ks.
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Swap En
ryption

� Se
urity relies on good en
ryption keys.� Require a good sour
e of randomness.� Entropy pool 
olle
ts entropy from many physi
al eventsobservable by the operating system:{ inter-keypress timing from terminals,{ arrival time of network pa
kets,{ �nishing time of disk requests.� Not pra
ti
al for an atta
ker to observe all events.
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Swap En
rytion

� Use ARC4 stream 
ipher to extra
t random en
ryption keys.� RC4's internal state is initialized by the entropy pool.� Frequently reseed RC4's state to prevent none-uniform output
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Performan
e Evaluation
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� Running OpenBSD 2.6-
urrent with UVM with 6 GByteUltra-DMA disk, 7.5MByte/s write and 6.3 MByte/s read.� Mi
ro ben
hmark �lls memory with zeros and reads it.� Runtime in
rease for reads about 14%, for writes between26%-36%En
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Performan
e Evaluation

� Ma
ro ben
hmark using Imagi
Magi
k: magnify 960 � 1280image and rotate by 24o.� For magni�
ation by 2.5 runtime in
reases nearly by 70%.� However, we believe that the overhead is still a

eptable.
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Con
lusion

� Con�dential data 
an remain on ba
king store.� Looked at several alternative solutions, en
rypting data onba
king store with volatile random keys has several advantages.� Demonstrated a

eptable performan
e and a viable solution.� Software is freely available, 
onta
t the author.� A
knowledgments:{ Patri
k M
Daniel and Peter Honeyman for reviews and
omments,{ Chu
k Lever for getting me interested in swap en
ryption,{ Artur Grabowski for help in understanding UVM,{ David Wagner for feedba
k on 
ipher sele
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Physi
al Memory

� RIO shows that physi
al memory 
an be persistent a
rossreboots.� However, it is 
ommon pra
ti
e to erase keys before appli
ationexit, e.g., OpenSSL, OpenSSH, et
...� En
ryption prote
ts against persistent storage of data beforethe appli
ation 
an 
lean up.
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